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Abstract:

The Hill cipher is considered the first encryption technology that has some
advantages in encrypting data. The aim of this research is to modify the Hill
cipher to process letters of the Arabic alphabet. We have proven the success of
the Hill encryption on letters of the Arabic alphabet and the research was
supported by a number of different examples which were then processed using
MATLAB.
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1. Introduction:

The Hill cipher was invented by (Hill, 1929, 1931). It is a block cipher that
has several advantages such as disguising the letter frequencies of the plaintext,
its simplicity because of using matrix multiplication and inversion for
encryption and decryption, and its high speed and high throughput. but the Hill
cipher is proved to be vulnerable to cryptanalysis attacks. Because of its linear
nature, it suffers from the known-plaintext attack, i.e. attacker can obtain one or
more plaintexts and their corresponding ciphertexts, (Stinson & Paterson,
2018). So several researches have been done to improve the security of the Hill
cipher. See (Adinarayana et al., 2012; Chen et al., 2014; Ismail et al., 2006;
Jayanthi & Srinivas, 2019; Kiele, 1990; Parmar & Bhatt, 2015; Sastry et al.,
2010).

To obtain one or more ciphertexts, approaches based on smart combinations
between linear algebra, arithmetical and statistical arguments have been developed
under the strong assumption that “the text consists of meaningful English words”
with an alphabet having 26 letters (Kanan & Abu Zayd, 2020 ; Lin & Lee, 2004;
Rohim et al., 2021; Saeednia, 2000; Toorani & Falahati, 2011; Yeh et al., 1991).
Roughly speaking, these methods consist mainly of recovering the key matrix row
by row or column by column by exploiting statistical tools together with data on
frequencies of occurrence of n-grams in the English language.

In this paper, we will apply Hill's code to the letters of the Arabic language, as
we relied on the MATLAB program to create a table containing the letters of the
Arabic language completely. Fortunately, we were able to obtain a modulus that is
a relatively prime to all the numbers that follow it, and this opened more scope for
us in choosing encryption keys.

This article is organized as follows. In the next section we give some basic
definitions. In Section 3 we give a brief description Arabic alphabet. In Section 4
we demonstrate the performance of the Hill cipher on several test examples. Then
we end with a conclusion.

2. Basic definitions:

Let us consider the following some basic definitions that will be used
throughout the work. See, (Shoup, 2008).

Definition 2.1 We are given an integer m > 1, called the modulus. Then we
say that two integers aand b congruent to one another modulom (congruent
(mod m) for short), and we write a = b (iImod m), to mean that the difference
a—>b is an integral multiple of m.In other words, a = b (mod m) when
a = b + k - m for some integer k (positive, negative, or zero).

Definition 2.2 For any positive integer p > 1 is said to be prime if there not
exist positive integers a, b such that p = ab, where 1 < a,b < p.
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Definition 2.3 The greatest common divisor (gcd) of the integers a and b is
the largest integer d which divides both integers, denoted d = gcd(a,b).
We stated that two integers a and b are relatively prime if and only if their
only common positive integer factor is 1. This is equivalent to saying that a and b
are relatively prime if gcd(a, b) = 1.

Definition 2.4 (The multiplicative inverse). (Parthasarathy, 2012) Let a,m
are given such that a xb = 1 *mod(m), then b is said to be the modular
multiplicative inverse of a.

Definition 2.5 (Extended Euclid’s Algorithm). If a and b are positive
integers, then there are always integers x and y so that the gcd of a and b equals
ma + nb, i.e,

ma + nb = gcd(a, b) (D

Definition 2.6 (The Hill cipher). Given a plaintext message P = (Py, P, )
where P; is a letter in some alphabet and invertible m x m matrix K, Hill cipher
represents

P; by numeric value X; € Z,,(Z,, = {0,1,--- ,m — 1}) and encrypts plaintext
as

Y = K- X(mod m), where X and Y are plaintext and ciphertext column
vectors.

Similarly, Y is decrypted as X = K1 - Y(mod m), where K~ 1lis the inverse
of K.

That is, K- K™'(modm) = K~'-K(modm) =1 holds, where is the
identity matrix and det(K) must be relatively prime to the modulus m, to satisfy
this we require gcd(det(K) (mod m), m) = 1.

3. Proposition 3.1 (Our Arabic alphabet):

In this paper we applied Hill cipher to Arabic letters, as our alphabet consists
of 37 letters where added the blank space O to separate words, and tacked the
number 26 in that order. (In your work on the computer, use the blank space
itself, however, and not this special character!) When enciphering or
deciphering, we shall represent the 37 characters in our Arabic alphabet in order
by the nonnegative integers 0,1,...,37, as shown in Table (1), we shall denote
the length of the alphabet by m. Note that, when working with Hill ciphers on
the computer, you should make your functions as general as possible to handle
various alphabets, you should be using an arbitrary integer m > 1 (and
sometimes an arbitrary prime integer m) as the alphabet length. There is nothing
magical about numbering the letters in our alphabet in ascending order (starting
with 0). In practice, one would undoubtedly scramble the numbers in some
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arbitrary order (known to both the sender and the receiver of an enciphered
message) so as to make cracking the cipher a little more difficult. For
simplicity’s sake, we shall stick with the numbering scheme shown.

Table (1): Numerical representation of 37- letters of the Arabic alphabet

s J | k) | 2 | old|lala clzc| ¢

o123 }4 |56 |7 |89 10|11]|12]13

DY L oo |dioelom|l bl le | ol=

14115161718 19|20 |21 2223|224 252627

S|d | Jd|ealo| 2] 5]

281291303132 (33|34|35|36

The number system Z5- is a field because 37 is prime. For convenience, we list
in Table (2) the reciprocals (multiplicative inverses) of the nonzero elements of
Zs-, where used the extended Euclidean algorithm gcd(a,b) =a*x+ b*y is
particularly useful when a and b are coprime, since x is the multiplicative inverse
of a modulo b, and y is the multiplicative inverse of b modulo a.

Table (2): Multiplicative inverses modulo 37
1123|456 |7(8|9/|10(11|12|13|14 |15

1119125128 |15|31|16|14|33|26|27|34|20| 8 | 5

16 117 |18 19|20 |21 (22|23 |24 25|26 |27 28|29 |30

7124135| 2 (13|30(32|29|17| 3 |10|11| 4 |23|21

3132|3343 |35]| 36

6 (22| 9 |12|18 |36
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4. llustrative Examples:
In this section, various test examples are provided to illustrate the
performance of the Hill cipher on letters of the Arabic alphabet. where was

made codes of Hill cipher implemented using MATLAB, see (Mihailescu &
Nita, 2021).

Example 4.1 Encrypt the plaintext (-Sule .3ual) using hill cipher for the given
key (2.
The key is the matrix of ()

b= 2 7
K‘L g]ﬁ[n 14

since the key is a 2 x 2 matrix, plaintext should be converted into matrix of
length 2.

\ \ J o
po|' @ o xo [6 18 6 26 30 29]
J J s o8 s e 30 30 31 24 36 31

=

Y = KX (mod 37)

=[2 7”6 18 6 26 30
11 141130 30 31 24 36

:[0 24 7 35 16 16]
5 26 19 30 20 13

g‘i] (mod 37)

LﬁJJ]
& o & Jd o= ¢

U

)

Il
o
L

Ciphertext: (zalsinai).
For decrypt the ciphertext using Inverse of Key matrix

1
adj(K)

K'=—
K]

12 7|__ _
|1<|_|11 14|_ 49 (mod 37) = 25

From the Table (2) we find the multiplicative inverses of 25 is 3,
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k=3[ ] 0d37)—[i ]

X = K'Y (mod 37)

N % T D e

:[6 18 6 26 30 29]
30 30 31 24 36 31

O
c.
[CS

Plaintext: (aSsle a3Lull)

Example 4.2 Encrypt the plaintext (s ) using hill cipher for the given
key (u});)
The key is the matrix of (<)

e o 12 16
K‘L q]:[34 27
since the key is a 2 x 2 matrix, plaintext should be converted into matrix of
length 2.

I L e _[2 7 7 6 36
P‘[ JD]:X_[Q 2% 30 14 26)

Y = KX (mod 37)

Y = [12 16[ 7 7 6
34 271112 26 30 14 26

:[31 19 9 0 34]
22 15 12

] (mod 37)

=C=?wu;?
D

Ciphertext: (15 qadidas).
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For decrypt the ciphertext using Inverse of Key matrix

K1l= ! dj(K
|K|a1()

_ 12 16]_ _
Kl=|35 5| =~220(mod37)=2.

From the Table (2) we find the multiplicative inverses of 2 is 19,

i .[27 -16
K _2[_34 12](mod37)

-3z 2
20 6

X = K~1Y (mod 37)

=2 Homeas

- 77636
12 26 30 14 26

e a )

CDJJD]

o

—~r-|

Plaintext: (b ).

Example 4.3 Encrypt the plaintext (L alxll) using hill cipher for the given
Key (slaa <aga).

The key is the matrix of (slaa aj53)
T > 12 16 34
=|< O 27 26 33
z )

since the key is a 3 x 3 matrix, plaintext should be converted into matrix of
length 3
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bJd oo 6 30 32
s o 24 26 16

Y = KX (mod 37)

6 30 32
27 26 33|30 31 34|(mod37)
11 6 01124 26 16

36 1 29
=132 32 19

12 16 34
Y =

Ciphertext: (LiSulay)

For decrypt the ciphertext using Inverse of Key matrix

K-t = L adjk
K] 44 (O

|K| = —784 (mod 37) = 30

From the Table (2) we find the multiplicative inverses of 30 is 21

204 -374 104
—-356 522 -120

—~198 204 —356
363 —374 522 |(mod 37)
—124 104 —120

23 29 35]

—-198 363 —1241¢
adj(K) =

K 1=21

1 27 10
23 1 33

X = K~1Y (mod 37)
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23 29 35][36 1 29
X=11 27 10||32 32 19|(mod37)

23 1 331124 35 1

6 30 32

=130 31 34

24 26 16

bd oo

=P=|J e

¢ oo

Plaintext ' ;s alall,

Example 4.4 Encrypt the plaintext (->uy!) L) using hill cipher for the given
key (duye 42).

The key is the matrix of (du,c 44))

° 30 25 8
Sl=126 24 16|,

=
Il

{0 c

G oo

7 36 8

o

since the key is a 3 x 3 matrix, plaintext should be converted into matrix of
length 3

2o e, 14 32 6 18 31
P=|s + J J o|=X=[36 6 30 30 26]
o o ) Vv O 32 26 4 6 26

Y = KX (mod 37)

30 25 8][14 32 6 18 31
Y =

26 24 16([36 6 30 30 26] (mod 37)
7 36 81132 26 4 6 26

22 23 0 6 12
= [ 1 23 15 26 33]
22 19 7 33 29
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Ciphertext: 'sleaanlie bkl

For decrypt the ciphertext using Inverse of Key matrix
K 1t= 1 adj(K)
K]
|K| =—=7776 (mod 37) = 31
From the Table (2) we find the multiplicative inverses of 31 is 6

—-384 -96 7681

88 184 —905
208 =272 70
—384 88 208

adj(K) =

K1=6|-96 184 —272](mod37)
768 =905 70
27 10 27
=|[16 31 33
20 9 13
X = K'Y (mod 37)
27 10 271122 23 0 6 12
X=|16 31 33||1 23 15 26 33|(mod37)
20 9 131122 19 7 33 29

36 6 30 30 26

[14 32 6 18 31]
32 26 4 6 26

20

I s
=P=|s | J J
Lo

O O

Plaintext 'aLuy) Ly,
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These programs are designed to perform encryption and decryption of letters
using the Hill cipher method. The user can utilize the programs by clicking on
the "run" button and then providing the plaintext to be encrypted, entering a key
size. Similarly, decryption can be performed by providing the ciphertext to be
decrypted.

Encryption and decryption Hill when size key matrix is 2 x 2

oo

Hill cipher code in matlab
encryption Hill 2*2
clear all;clc;
Plaintext=input ('Enter text::','s'");
Keymatrix=input ('Enter Key::','s');
Pl=double (Plaintext) ;
Ke=double (Keymatrix) ;
L=length (Pl);
n=mod (L, 2) ;
if n~=0
Ci=[P1,1595];
else
Ci=P1;
end
L2=length (Ci) ;
for i=1:L2
if (Ci(i)>1595)
Ci(i)=Ci(i)-5;
end
if (Ci(i)==32)
ii=i;
Ci(ii)=1595;
end
C=Ci;
end
for i=1:4
if Ke(i)>1595
Ke (1)=Ke (1) -5;

o°

end

if (Ke(i)==32)
ii=1;

Ke (ii)=1595;
end
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H=Ke;
end
C=reshape (C,2,L2/2)-1569;
H=reshape (H,2,2)-1569;
masg=mod ( (H'*C) ,37);
masgl=reshape (masg,1,L2)+1569;
for i=1:12
if (masgl (i)>1595)

masgl (i)=masgl (i) +5;

end
if (masgl (i)==32)
ii=1;
masgl (11)=1595;
end
D=masgl;
end

cich=char (D)
%% Hill cipher code in matlab
% Dncryption Hill 2*2
d=round(det (H")) ;
di=round (mod(d, 37));
ki=inv (H);
adj=round (mod ( (d*ki), 37));
a=[1 2 3456 78 9 10 11 12 13 14 15 16 17 18 19
20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 3060];
b=[1 19 25 28 15 31 16 14 33 26 27 34 20 8 5 7 24
35 2 13 30 32 29 17 3 10 11 4 23 21 6 22 9 12 18 36];
s=a(l,1);
for 3=1:36
if a(j)==di
r(s)=b(J);
end
end
mod_inv=mod((adj*r),37)"';
ciphertext=input ('Enter text::','s");
Ci=double (ciphertext) ;
1=1length (Ci);
n=mod (1, 2) ;
if n~=0
Ci=[Ci,1595];
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else
C=Ci;
end
12=1ength (C) ;
for i=1:12
if (C(i)>1595)
C(i)=C(i)-5;
end
if C(i)==32
ii=1;
C(1i)=1595;
end
P=C;
end
Pl=reshape (P,2,12/2)-1569;
masg=mod ( (mod_inv*P1l),37);
masgl=round (reshape (masg,1,12))+1569;
for i=1:12
if (masgl (i)>1595)
masgl (i) =masgl (i) +5;
end
if masgl (i)==1595
ii=1;
masgl (1i1)=32;
end
PL=masgl;
end
plain=char (PL)

Outputs

Example 4.1

Enter text::psole pdull
Enter Key:: syl

cich =

& o hsbnlless

Enter text::z o yleaslless
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plain =

pS_ﬁ_l_c F}Lu.\-”
Example 4.2

Enter text::gsd ool
Enter Key::l4 >

cich =

g 8sa3iidas

Enter text::l sisaiilids
plain =

ERPERNEY

>>

Encryption and decryption Hill when size key matrix is 3 x 3

% 2023/09/10
% Hill cipher code in matlab
encryption Hill 3*3
clear all;clc;
Plaintext=input ('Enter text::','s'");
Keymatrix=input ('Enter Key::','s');
Pl=double (Plaintext) ;
Ke=double (Keymatrix) ;
L=length (Pl);
n=mod (L, 3) ;
if n~=0 && n==
Ci=[P1,1595,1595];
elseif n~=0 && n==
Ci=[P1,1595];

o°

else

Ci=P1;
end
L2=length (Ci) ;
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for i=1:L2

if (Ci(i)>1595)

Ci(i)=Ci(i)-5;

end

if (Ci(i)==32)

ii=1;

Ci(ii)=1595;

end

C=Ci;
end
for i=1:9

1if Ke(1i)>1595

Ke (1)=Ke (i) -5;

end

if (Ke(i)==32)

ii=1;

Ke (11)=1595;

end

H=Ke;
end
C=reshape (C, 3,L2/3)-1569;
H=reshape (H,3,3)-1569;
masg=mod ( (H'*C),37);
masgl=reshape (masg,1,L2)+1569;
for i=1:L2
if (masgl (i)>1595)

masgl (i) =masgl (i) +5;

end
if (masgl (i)==32)
ii=1;
masgl (11)=1595;
end
D=masgl;
end

cich=char (D)

%% Hill cipher code in matlab
% Dncryption Hill 3*3
d=round (det (H'")) ;

di=round (mod(d, 37)) ;
ki=inv (H) ;
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adj=round (mod ( (d*ki),37));

a=[1 2 3456 78 910 11 12 13 14 15 16 17 18 19
20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36];

b=[1 19 25 28 15 31 16 14 33 26 27 34 20 8 5 7 24
35 2 13 30 32 29 17 3 10 11 4 23 21 6 22 9 12 18 36];

s=a(l,1);
for j=1:36
if a(j)==di
r(s)=b(3j);
end
end
mod inv=mod ((adj*r),37)";
ciphertext=input ('Enter text::','s");

Ci=double (ciphertext) ;
1=1length (Ci);
n=mod (1, 3) ;
if n~=0 && n==
Ci=[Ci,1595,1595];
elseif n~=0 && n==
Ci=[Ci,1595];
else
C=Ci;
end
12=1length (C) ;
for i=1:12
if (C(1)>1595)
C(i)=C(i)-5;
end
if C(1)==32
ii=1;
C(ii1)=1595;
end
P=C;
end
Pl=reshape (P,3,12/3)-1569;
masg=mod ( (mod_inv*P1l),37);
masgl=round (reshape (masg,1,12))+1569;
for i=1:12
if (masgl (i)>1595)
masgl (i) =masgl (i) +5;
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end
if masgl (i)==1595
ii=1;
masgl (1i1)=32;
end
PL=masgl;
end
plain=char (PL)

Outputs

Example 4.3

Enter text:: s plxz]l
Enter Key::slxa g >
cich =

T = Sé_-)” N 5

Enter text:: LiSsolssi
plain =

BPSINNEN]

>>

Example 4.4

Enter text::pdwy!l Lo
Enter Key::diojye 4=

cich =

lgoma L) s bbb

Enter text::dgxalllodsgbhblb
plain =

Y I Lo

>>
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Example 4.5 Use MATLAB to Encrypt and decrypt the plaintext ( 5 ,<all J<
L)y i e daalall il dlaad ) using hill cipher for the given key (cal e

The key is matrix of (ks b <l 3y5e)
£
| =

k="
“lo s 0|7 |26 36 6 26
|, » o o 134 22 32 36

W%

3] 24 17 36 17
. 26 2 32 9

(]

- C

since the key is a 4 x 4 matrix, plaintext should be converted into matrix of
length 4

|

[€¢ d o J ¢ » O [ NI IS]
R N R AT R
[o 4 s o0 d Jd Jdg L6 L ¢ of
l\)\ df\-u»DdDDDU-zDJ

= X
29 30 26 30 36 31 26 6 6 31 24 32 34 32
30 19 34 9 16 11 30 9 30 36 30 19 16 o6
126 29 26 28 26 30 18 30 24 8 35 16 28 26
6 16 6 14 30 8 6 26 30 26 26 26 9 26

Enter text:: iadxJl JS5Llwldl et jouaaidl 4 <l JS
Loy s e .
Enter Key:: by Lo ol joje

cich =

>LS ot s ) s 3] dodaug Il Lol gbg s i ST S LS8 S, Sladdsils o
ey

Enter
text::
G LSt sy e 5] dododg ! Lol gl iy ST LSSy Sladdyils o
e
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plain =

D e Lol JS el Aeald Sou@ly sSadl Js
LS 3y,

>>

5. Conclusion
In this work we discussed Encryption and decryption for the alphabet Arabic

by Hill cipher where we supported our new ideas through examples and then
processed them using MATLAB. Our future work is focused on a symmetric
substitution cipher that is actually a secure variant of the Hill cipher, we can
also apply most of the previous studies to Arabic letters.
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